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Abstract: An imperceptible visible watermarking (IVW) algorithm is proposed to deliver auxiliary information about the visual
contents, including ownership information. The proposed algorithm overcomes several inconveniences presented in previously
reported IVW algorithms using the just noticeable difference (JND) criterion, invisible watermarking and binarisation function.
The proposed algorithm consists of the visible watermark embedding and the exhibition stages. The JND criterion is used to
embed visible watermark pattern in an imperceptible manner by the human visual system, while invisible watermarking based
on the discrete cosine transform is used to share crucial parameters between both stages, which makes possible the watermark
visualisation without any side information. In the watermark exhibition stage, the imperceptibly embedded visible watermark
pattern is exhibited by the binarisation function. The proposed algorithm can be applied to any class of images with different
characteristics and several visible watermark patterns can be embedded into an input image. Evaluation results show that
performance of the proposed algorithm is better compared with previously reported algorithms from several practical points of

view.

1 Introduction

Nowadays, thanks to the recent technological advances of the
Internet, many consumers seek the desired visual information on
their computers or mobile phones. At the same time, these
advances provide new opportunities for the developers to create
their visual contents in a digital manner and deliver them through
Internet. Naturally, the contents developers desire to transmit some
important information, such as ownership information, contact
details, and usage right, together with their digital contents.
Usually, the information related to the digital contents is added as
metadata into the digital file; however, many file transformation
tools remove the metadata to reduce the file size. Also, in many
cases, detailed information about the visual contents is provided
using 2D bar codes or quick response (QR) codes; however, these
2D codes occupy important space in the digital visual contents.

Digital watermarking technologies emerged as a reliable
mechanism for copyright protection of the digital contents [1-4],
whose use has been extended to provide good solutions in many
applications related to the digital contents, such as tamper detection
[5, 6], broadcast monitoring system [7] and so on. Also, the
ownership information, including contact detail, usage right etc.,
can be successfully delivered using the watermarking technique,
providing an alternative solution for the above mentioned problems
of metadata and QR codes. Huang et al. proposed a novel unseen
visible watermarking (UVW) algorithm for auxiliary information
delivery [8], in which a visible watermark pattern is embedded in
an imperceptible manner into the host image. If the viewer requires
some auxiliary information about the image, then he/she applies
the gamma correction equipped in the TV monitor to visualise the
embedded visible watermark, which contains the auxiliary
information. In this scheme, any watermark exhibition algorithm is
not required, which is the principal advantage of this scheme.
However, the watermark pattern must be embedded into the darkest
plain region in order to obtain the proper effect of the gamma
correction for watermark visualisation. Considering the fact that
relatively few images contain a darkest plain region, its use may be
limited.
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Taking into account the limitation of [8], Lin proposed the
imperceptible visible watermarking (IVW) algorithm, in which a
visible watermark pattern is embedded into a plain region of the
most appropriate colour channel [9]. To reveal the watermark
pattern, the histogram range of the watermarked image is modified
using the mean value of the selected region of the appropriate
colour channel. Lin's algorithm can be applied to almost all images
with different characteristics; however, the mean value and colour
channel used in the embedding stage are required to visualise the
watermark pattern in the watermark exhibition stage. In many
cases, without this information, the visible watermark pattern
cannot be visualised. The author suggested that all possible
combinations of three colours and 256 intensities by each colour
channel are used to visualise the watermark pattern. However, it
may reduce the practical use of this scheme. Additionally, in this
scheme, the exhibited watermark pattern is a colour pattern, which
is not convenient if a QR code is used as the watermark pattern
because almost all QR code decoders cannot decode the colour QR
code. If the QR code is used as the watermark pattern, a
binarisation must be performed on the selected colour channel as a
post-processing after visualisation of the watermark pattern.

Juarez et al. [10] proposed an improved version of the UVW
algorithm [8] in order to increase applicability to a wide range of
images that contain neither the plain region nor the darkest region,
introducing the total variation algorithm with Ll-norm (TV-L!)
[11] and a shifted gamma function. In this algorithm, the visible
watermark embedding and exhibition are carried out in the
luminance channel of the colour image. The TV-L! decomposes the
input image into a cartoon image and a texture image. Since the
cartoon image usually contains a large plain region, the watermark
pattern is embedded into this image. The watermark embedding
formula used in this algorithm is the same as [8], but the
embedding energy is calculated adaptively to the human visual
system (HVS) using the just noticeable difference (JND) criterion.
In the watermark exhibition stage, the shifted gamma function is
used to reveal the visible watermark pattern. However, the shift
value obtained and used in the embedding stage is required to
reveal the watermark pattern, so this value must be transmitted to
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the watermark exhibition stage as side information. Moreover, the
TV-L! algorithm is not suitable for all types of images, actually
more than half of images used in the experiment presented some
difficulties. Besides this situation, the high computational
complexity of this algorithm reduces its practical use.

Recently, many people watch movies, TV series and
documentaries on his/her PC or mobile devices using the online
video service. In 2016, the most important stream media company
extended their service to 160 countries and the number of
subscribers has reached more than 87 million [12]. Considering
this actual situation, watermarking techniques for auxiliary
information delivery can be adapted in this environment, where
enhancement function used for watermark visualisation does not
have to be limited to the functions available in monitor or display.
The enhancement function can be any function generated by a
computer algorithm and applied in the watermark exhibition stage.
Considering the limitation presented in the previous schemes [8—
10], in this study, we present an improved IVW, which is based on
our previous work [10] but overcomes several inconveniences
presented in it [10].

In the proposed algorithm, the JND criterion is used to calculate
an appropriate embedding energy to guarantee watermark
imperceptibility by the HVS. To reveal the watermark pattern, a
binarisation function is applied to the watermarked image. Since
the crucial parameters to operate binarisation function cannot be
preserved after watermarking, these parameters must be shared
between the watermark embedding and the exhibition stages. Thus
in the proposed algorithm, the crucial parameters are embedded
into randomly selected blocks of the host image using an invisible
quantisation index modulation (QIM) watermarking algorithm
under dither modulation (DM) modality (QIM-DM) in the discrete
cosine transform (DCT) domain. The experimental results show the
desirable properties of the proposed algorithm as an auxiliary
information delivery system. The robustness of the proposed
algorithm against compression and noise contamination is
compared with the previously presented methods [9, 10]. The
robustness against malicious attacks, such as geometric distortions,
including cropping, rotation, translation, and scaling, were not
considered because the objective of the proposed scheme is content
information delivery. In this application, a consideration of the
malicious attacks becomes meaningless.

The rest of this paper is organised as follows: in Section 2, we
provide the brief descriptions of two pioneering algorithms, UVW
[8] and IVW [9]. The proposed IVW scheme is described in
Section 3 and in Section 4 the experimental results of a proposed
method including a comparison with the previous algorithms [8—
10] are shown. Finally, we conclude this paper in Section 5.

2 Related works

In this section, two pioneer works related to the IVW algorithms
[8, 9] are described briefly.

2.1 UVW based on gamma function [8]

Huang et al. [8] proposed a novel visible watermarking scheme
called UVW for auxiliary information delivery, in which the
embedded watermark pattern is invisible to naked eye under
normal viewing conditions; while applying gamma correction,
which is off-the-shelf function of TV monitor, the watermark
pattern becomes visible without any watermark extraction
algorithm. In the 8 bits resolution, the gamma correction is
formulated by ¢ = 255" " x p, where p and g are the input and
output intensities of the image, and y < 1 is constant. The intensity
value i* = 0 presents a maximum gradient of the gamma correction
function and, because this function is the means of watermark
exhibition, this algorithm must embed the watermark pattern in the
plain darkest region.

Once an adequate intensity value i* is determined, the best
region to embed a binary watermark pattern W is determined by
applying the following equation:

306

Xo+w—1yy+h—-1

(x'.y") = arg min Y ey il (1)
X, )

X=X y=>X

where (x*,y") is the upper-left position of most appropriate region
R, w and & are width and height of the watermark pattern /¥ and the
region R, I is the input image of size M X N and (x,,Y,) is the
position in I which satisfies 1<x<M-w+1,
1<y, <N-h+1. Once the most appropriate region R 1is
determined, the de-noising operation is applied iteratively to the
region, which makes the revealed watermark pattern clearer. This
de-noising operation is controlled by a threshold value 7, € [0, 1].
If T;=1, the de-noising operation is repeated until all pixel values
within the region R become to i", while 7,=0.5 means that the
iterative de-noising operation stops if the half of the pixels of the
region have intensity value i [8].

After the de-noising operation, a binary watermark pattern W is
embedded into the region R as follows:

Ru(xy) = R(x,y)+ A, ifW(x,y) =1, @
Wi R(x,y), otherwise,

where R is the original region after the de-noising operation, Ry, is
the watermarked region and A, is the watermark embedding
strength.

As mentioned above, the input image must contain a darkest
plain region for watermark embedding; however, almost all images
do not satisfy this condition. Although authors suggest some
alternative methods, such as histogram equalisation and the
combination of shift function and gamma function [8], the
effectiveness of these functions strongly depends on the
characteristics of the image. For example, the histogram
equalisation is effective only in low contrast images and the
combination of the shift function and the gamma function requires
the shift value to reveal the unseen watermark pattern; however,
this value depends on the input image.

2.2 IVW based on histogram modification [9]

Lin proposed an IVW based on histogram operation [9], in which
the range of the histogram is narrowed within three bins to reveal
the embedded visible watermark pattern. The minimum or
maximum bin value of the modified histogram is determined by the
mean value m of the region where the imperceptible visible
watermark pattern is embedded.

In the imperceptible visible watermark embedding of [9], first a
region of size w X h with a minimum variance of the colour image
is selected by (3), where w X h is the size of the watermark pattern

wXxh

sr° = arg min 2 (ec(po) — ec)’s 3)
k cefRepi=n

where C € {R, G, B} is one of three colour channels, ec(py) is the
colour intensity of a kth pixel in colour channel C, ec is the mean

value and sr” is the upper-left position of the selected region. To
keep the modified bin range of the histogram is within [0, 255], the
mean value m is selected in an appropriate manner, applying the
following equation:

min (éR, e_G, éB)g if min (éR, éG, éB) > Th’

m= )

max (g, €g, €), otherwise,

where Tjis the threshold value, which is set to 2 [9]. Once the mean
value m is determined, the pixel value of the selected region will
take one of the two values. If the pixel value corresponds to a white
pixel of the watermark, then this pixel value is equal to the mean
value m, otherwise, the pixel value is set to m — T},. In this manner,
the binary watermark pattern is embedded imperceptibly. Unlike
[8], this method can embed an imperceptible visible watermark in a
region with any intensity.
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Fig. 1 Brief diagram of proposed scheme

The principal disadvantage of this scheme is that the mean
value m is required in the watermark exhibition stage to properly
reveal the watermark pattern because, in almost all images, the
most appropriate region with minimum variance given by (3) is
changed after watermark embedding. Without the knowledge of the
mean value m used in the embedding stage, the visible watermark
pattern cannot be revealed. In [9], the author suggests that all
possible histogram modifications are applied to the watermarked
image to reveal the visible watermark pattern. However, the trial
number reaches about 3 x 256 times, so it is not feasible in the
practical applications.

Another disadvantage of this scheme is that it is not robust to
the JPEG compression. Considering the fact that the JPEG
compression is an essential operation in digital image and video on
the Internet, its practical use may be also limited.

3 Proposed algorithm

The proposed algorithm consists of two stages: the watermark
embedding stage and the visible watermark exhibition stage. Fig. 1
shows the principal application of the proposed scheme, in which a
user observes an image or a frame of video on his/her computer
and if he/she desires more information about the digital content
then visible watermarks, such as owner's logotype and QR code,
are visualised clicking a mouse button. The quality of the
watermarked image that the user observes is almost the same as the
quality of the original image. In the proposed scheme, multiple
watermark patterns, such as owner's logotype, QR code, and other
additional information, e.g. date and place, can be embedded.

In the watermark embedding stage, visible watermark, and
invisible watermark, which consist of crucial parameters to reveal
the visible watermark pattern, are embedded in an imperceptible
manner. In the visible watermark exhibition stage, firstly the
crucial parameters are extracted from the image and using these
parameters, the binarisation operation is applied to the image to
reveal visible watermark patterns.

3.1 Watermark embedding stage

In the proposed scheme, the owner of the digital content can
determine the number of imperceptible visible watermarks that are
embedded into the image. We denote this number as K. The
watermark embedding stage of the proposed IVW scheme takes the
following steps:

1. Select the region where the invisible watermark is embedded.
Using contents owner's secret key, BN blocks of 8 x 8 pixels
are selected randomly from the host image. The number of
selected blocks BN depends on the number of the visible
watermark patterns K which is determined by the owner
depending on his/her need. The relationship between BN and K
will be explained later. We denote the regions occupied by the
selected BN blocks as R;y for further explanation.

2. Select the K most proper regions with the size
Sy X Sy 1 £k < K from the three colour channels of the host

image, where Sy, and S, are the height and width of the kth
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visible watermark pattern. To this end, we define candidate
regions Ry of size S xS, for the kth region, which must
satisfy R, € I — (R;y + R}), where Ry are the selected blocks
of the image [ for invisible watermarking and R; is the most
proper region for /th visible watermark pattern, which has
already been embedded, 1 </ < k < K. This condition for the
candidate regions guarantees that the watermarked regions,
both visible and invisible, are not overlapped among them. To
determine the most proper region for the Ath visible watermark,
we select a region with the lowest variance from all candidate
regions Ry.

1

S XSy — 1 (Pije—mr)'|, (5)

R; = arg min

R (i.j,0) € Ry
where p; ; . is the (i, j)th pixel value of the cth colour channel,
ug, is the mean value of a candidate region and R; is the most
proper region for kth visible watermark pattern. From (5) R}
can be considered as the smoothest region within the candidate
regions Ry in terms of variance.

Obtain the mean values and colour channels of the K selected
regions. Once the K most proper regions R,k = 1,2, ...,K are
selected, obtain their corresponding mean values y; and the
colour channels c;, where c; € {red, green, blue}. Finally, K
pairs of data {(u;, 1), (15, &), ..., (k- ck) } are obtained.
Embedding imperceptible visible watermark. The K visible
watermark patterns are embedded into the K most proper
regions R; of the host image as shown by using the following
equation:

Rii, j) =
6)
T (
max(0.p - | 52|} it WG =o.
T
min(,4+ JzND,zss), it WG, j) = 1,

where I%Z(i, J) is the kth visible watermarked region, Ty\p is the
embedding strength of the visible watermark, which is
determined using the JND criterion [13]. The value g is the
mean intensity of the colour channel ¢; of the kth selected
region Rj in step 2, W is the binary watermark pattern and [x]
provides the nearest integer value of x.

Compute the watermarking strength Tjyp. The strength of the
visible watermarking must depend on the mean intensity value
of the region to keep good imperceptibility. The HVS is less
sensible to the lowest and the highest intensity level compared
with the middle intensity level, and the JND determines the
intensity difference between the intensity of the forward
pattern and the intensity of the background that the HVS
cannot perceive, depending on the background intensity level.
To determine the JND depending on the background intensity
level, we used relationship provided by [14], which is
formulated by

—gp 6 pE©,32),

1
Tinp = —33P +3, pe(33,64), (7)

1 1
%[J + g, pE (65, 255),

where p is the intensity value. Fig. 2 shows the JND values of
each background intensity value according to (7). We can
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observe from Fig. 2 that if the background intensity is within
[49, 112], the visible watermark pattern must be embedded
with the smallest strength to keep its imperceptible property.

6. Embedding crucial parameters using the invisible
watermarking technique. The crucial parameters are composed
by the pair of a mean intensity value and colour channel of K
selected region {(u1,cr), (3, ), ..., (Mk»>ck)}, Wwhich are
embedded into the BN selected blocks of the visible
watermarked image using an invisible watermarking technique
based on the QIM-DM watermarking [15] in the 2D DCT
domain. Firstly, the crucial parameters are converted into the
bits sequences (BS) as shown by Fig. 3. Considering that the
mean intensity g; is within the range [0,255], which can be
represented by 8 bits, while ¢ takes one of the three values,
red =1, green =2 and blue = 3, it can be represented by 2 bits.

The maximum number of embeddable visible watermarks K
must be determined taking into account the practical situations.
Considering that a uniform resource locator (URL) can be easily
encoded in a QR code, and a user interested in obtaining more
information about the visual content can decode the URL to obtain
all available information, we decided that K=3 is sufficient. Since
one visible watermark pattern may be logotype of the owner, other
watermarks can be a QR code and the captured date, etc.
Therefore, the number of actually embedded visible watermark
patterns K can be represented by 2 bits. It is worth noting that the
value of K can be changeable according to the application without
modifying the proposed algorithm.

Once the watermark bits sequence is generated, which is
embedded into the selected BN blocks in step 1 of the visible
watermarked image. We divide the bits sequence into the sub-
sequence of four bits and each selected BN block is transformed by
2D DCT. Then each sub-sequence composed of 4 bits is embedded
into the four alternating current (AC) coefficients with lowest
frequencies of each selected block in the 2D DCT domain. The
number of the selected blocks BN can be expressed by

BN = (2 + 10K)/4, ®)
where K is the number of visible watermark patterns and x is the
ceiling function.

The watermark embedding is carried out using QIM-DM
algorithm [15], which is given by

B, = O(B+d(z,BS,),A) —d(z,BS,), z=1,2,3,4 9
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where B and B, are original and watermarked DCT blocks,
respectively, BS, is the segmented bit sequence with 4 bits of the

BS shown in Fig. 3. The quantification operation Q(x, A) is given
by

0, 8) =[x A (10)

and d(z,0) is a pseudo-random signal chosen with uniform
distribution and d(z, 1) is expressed by

de0)+5.  ifde0) <0,
d(Z, 1) = (1 1)
d(z,0) — %, otherwise,

where A is the step-size of quantification operation, which defines
invisible watermarking strength.

Once all bits sequence is embedded into the DCT coefficients,
the watermarked DCT coefficients are converted into the spatial
domain applying the inverse 2D DCT.

3.2 Visible watermark exhibition stage

The visible watermark exhibition stage consists of the following
steps:

1. Extraction of crucial parameters. First of all, the crucial
parameters must be extracted from the watermarked image. To
this end, the BN blocks are selected by the owner's secret key
from the watermarked image, and then the bits sequence
composed by the crucial parameters is extracted from the BN
selected blocks using the QIM-DM extraction algorithm [15].
Each selected block is transformed into the DCT domain by
the 2D DCT. From the four AC coefficients with lowest
frequencies of each block, four bits sequence is extracted by

EEZ = arg min (¢, — Ds(z, 1)),
1€ 10,1}

z=1,2,3,4 (1)
where BS, is the zth extracted watermark bit, ¢, is the zth
watermarked DCT coefficient, and Ds(z,1) is a dither signal
given by

Ds(z,0) = O(c, + d(z,0), A) — d(z,0) (13)
and
Ds(z,1) = O(c, +d(z, 1), A) — d(z, 1), (14)

where d(z,1),/ =0,1 is given by (11) and the quantification
operation Q(x, A) is given by (10). The step-size A must be the
same value used in watermark embedding stage.

Once the bits sequence BEZ is extracted, the crucial
parameters {(u;, ¢7), (465, ¢3), ..., (pk, ck)} are recovered.

2. Imperceptible visible watermark exhibition. Using the
extracted crucial parameters {(uj,ci), (15, ), ..., (pk» k) }, the
binarisation operation is applied to reveal the kth visible
watermark pattern, which is given by

1, if g >y,

A
IC*:

i € {red, green, blue}, (15)
0, otherwise,

where T ¢ and IA(.; are the kth selected colour channel of the

watermarked image and the image with the revealed
watermark pattern.
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Table 1 Quality degradation caused by the invisible
watermarking

K BN PSNR, dB
1 3 51.37
2 6 51.03
3 8 50.82

IPN

a

Fig. 6 Binary watermark patterns
(a)—(c) Patterns used for evaluation

4 Experimental results

In this section, we evaluate the proposed algorithm from different
points of view. First, we show that the proposed algorithm is
suitable for any class of images: plain images and detailed images.
Also, the watermark imperceptibility and robustness against non-
malicious common attacks, such as compression and noise
contamination are shown. The performance of the proposed
scheme in a real application, shown in Fig. 1, is also provided.
Finally, we provide a comparison table, in which the global
performance of the proposed algorithm is compared with three
previously reported algorithms [8—10]. As an image dataset, we
used the uncompressed colour image dataset (UCID) [16], which
contains 1338 colour images with size 512 x 384 pixels or 384 x
512 pixels.

In the proposed algorithm, two types of watermarks, the
imperceptible visible watermark patterns, and the invisible

IET Biom., 2018, Vol. 7 Iss. 4, pp. 305-313
© The Institution of Engineering and Technology 2018

watermark sequence, are embedded into the host image. The
embedding strength of the visible watermark is defined using the
IND criterion given by (6) and the embedding strength of the
invisible watermarking is defined by step-size A used by (9), which
is directly related to the quality of the watermarked image and the
robustness of the embedded watermark sequence. Therefore, we
analyse the step-size A from the watermark imperceptibility and
robustness points of view to determine an adequate value of the
step-size A. Here we used eight blocks of 8 x 8 pixels (BN=28) to
embed three visible watermark patterns (K = 3).

Fig. 4 shows the relationship between the step-size A and the
watermarked image quality by means of peak signal to noise ratio
(PSNR), while Fig. 5 shows the relationship between the step-size
A and the bit error rate (BER) of the extracted invisible watermark
sequence after the watermarked images are compressed by JPEG
compression with quality factor (QF)=50. From Figs. 4 and 5, we
can set the value of the step-size A equal to 21, because this value
guarantees that the PSNR is higher than 50 dB and the BER is
equal to 0 under the JPEG compression with the QF = 50.

The image quality degradation caused by the invisible
watermarking depends on the number of blocks (BN) of 8 x 8
pixels, which is determined by the number of visible watermark
patterns (K), as given by (8), and the host image size. Table 1
shows the average quality degradation caused by the invisible
watermarking of the different number of visible watermark patterns
using all images of the dataset [16].

4.1 Suitability for any class of images

Unlike the UVW scheme proposed by Huang et al. [8], in which
the unseen visible watermark can be embedded only into images
that contain a darkest plain region, in the proposed algorithm any
class of images can be used for watermark embedding and
exhibition. As the watermark pattern, we used a binary pattern
composed of letters ‘IPN’ with 46 x 96 pixels, a binary logotype
with 72 x 60 and a QR code with 80 x 80 pixels which contains a
URL as shown by Fig. 6.

Fig. 7 shows some examples of the watermarked image together
with the visible watermark revelation version. Figs. 7a and c¢ are
watermarked images with one watermark pattern (Fig. 6a) and
Figs. 7b and d are visible watermark revelation applying the
binarisation operation given by (15). As we can observe, Fig. 7a
contains a plain region, while Fig. 7¢ does not contain any plain
region. In both cases, the visible watermark patterns are
imperceptible by the naked eye and the revealed watermark
patterns, shown in Figs. 7b and d, are very clear.

4.2 Watermark imperceptibility

In this section, we evaluate the quality degradation of the
watermarked image with respect to the original one by means of
the PSNR (dB). Table 2 shows the average PSNR values obtained
when the watermarked images contain different numbers of visible
watermark patterns using all images in the UCID dataset [16]. It is
worth noting that in all cases, the PSNR values are >47 dB, which
guarantees that the visible watermark and the invisible watermark
are imperceptible by the HVS.

4.3 Watermark robustness

In this section, we evaluate the embedded visible watermark
robustness against the most common non-malicious attacks,
compression and noise contamination using the UCID colour
image database [16]. Fig. 8 shows the BER of the extracted
watermark under the JPEG compression attack with different QF,
and Fig. 9 shows the relationship between the BER and the
JPEG2000 compression rate (bpp). In both figures, letters
‘H’,’Q’,’M’ and ‘L’ mean four error correction levels in the
common QR code. From both figures, we can observe that the
proposed scheme provides higher robustness to both compression
attacks than previously proposed algorithms [9, 10], and the
revealed QR code can be decoded from the compressed image.

Table 3 shows the visible watermark robustness against noise
contamination by impulsive noise.
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Fig. 7 Suitability of the proposed algorithm for any class of images

(a), (¢) Watermarked image with PSNR 49.92 dB and 49.38 dB, respectively, (b), (d) Visible watermark revelation version

Table 2 Average watermarked image quality respect to its original one

K PSNR, dB
1 49.47
2 48.72
3 47.97
BER BER
0.5 0.45
el T . _ P.roposed 04l “\. ——Proposed
N —-—-Lin's [9] \ —-=-Lin's [9]
0.4 \ — — Juarez's [10] k — — Juarez's [10]

Fig. 8 Relationship between the QF of JPEG compression and the BER of
the extracted visible watermark pattern

Table 3 BER (%) of the extracted visible watermark under
impulsive noise contamination

Noise density (%) BER, %
Proposed [9] [10]
1 0.49 0.48 2.39
3 1.51 1.55 4.10
5 2.53 249 7.26
7 3.57 3.57 10.01
9 4.56 450 13.02

From this table, we can observe that both, proposed and Lin's
scheme [9] provide the same robustness to the noise contamination
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Fig. 9 Relationship between the compression rate (bpp) of JPEG2000
compression and the BER of the extracted visible watermark pattern

and higher robustness than [10]. It is worth noting that the
comparison results of [8] are not included because very few images
(<1%) in the dataset [16] are suitable for [8]. In all experiments, we
used side information from [9, 10] to obtain the binary watermark
pattern to obtain the BER.

Fig. 10 shows some examples of the visible watermark
revelation version from the attacked watermarked images. Fig. 10a
is the watermarked image compressed by using the JPEG
compressor whose QF is equal to 70, while Fig. 105 is its
revelation version. Fig. 10c is the noisy watermarked image with
10% impulsive noise, and Fig. 10d shows the watermark revelation
version. From all cases, we can observe that the revealed visible
watermark pattern is sufficiently clear after the watermarked image
received the attacks mentioned above.
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Fig. 10 Watermark robustness

(a) Watermarked and JPEG compressed image with QF 70, (¢) Watermarked and impulsive noise contamination image with 10% of density, (b), (d) Watermark revelation versions of

(a) and (c), respectively.

4.4 Performance in real application

In this section, we evaluate the performance of the proposed
algorithm as an auxiliary information delivery system. For this
purpose, we embed three visible watermark patterns given by
Fig. 6 into all images of the dataset [16]. One of them is a QR code
that provides URL and other two visible watermark patterns are
letters and owner's logotype. For viewers who have interest in
some auxiliary information about the visual contents, they can
reveal the information clicking mouse button or touching screen,
and for other viewers who do not have interest in any auxiliary
information, the visible watermarks are totally imperceptible for
them. Fig. 11 shows an example of this real application, being
Fig. 1la the watermarked image with three visible watermark
patterns. Figs. 11b—d are watermark revelation versions of Fig. 11a.
In all cases, the revealed visible watermark pattern is very clear
which allows obtaining the auxiliary information including its
ownership information.

Fig. 12 shows the revealed QR codes from the watermarked
image using two previous [IVW algorithms [9, 10]. We can observe
from this figure that the scheme [9] reveals a colour watermark
pattern, while in the algorithm [10]; a grey-scale watermark pattern
is exhibited. Since a common QR code reader cannot decode
colour and grey-scale QR codes, the users cannot obtain auxiliary
information from these QR codes. Therefore, in the previous
algorithms [9, 10] some post-processing with crucial data, such as
the mean value and the colour channel, are required to decode the
revealed QR code.

Table 4 shows the global comparison among previously
reported three algorithms and proposed one, considering several
aspects in their practical use as the auxiliary information delivery
system. In this table, the percentage of the first row means
percentages of images suitable in all 1338 images in the dataset
[16]. We can observe from this table that the proposed scheme is
more suitable for this real application compared with previously
proposed schemes [8—10].

5 Conclusion
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This study presented an extended version of [10], in which we
proposed an improved IVW algorithm based on the JND criterion,
the invisible watermarking technique, and the binarisation
operation. Unlike [8], in the proposed algorithm, the visible
watermark pattern can be embedded imperceptibly into any class of
images, such as plain images and textured images with any
intensity level as shown in Fig. 7. In all cases, the revealed visible
watermark is very clear. The proposed algorithm can embed
multiple visible watermark patterns and reveal each watermark one
by one as shown in Fig. 11. This capability of the proposed
algorithm takes advantage of the application that provides auxiliary
information, including ownership information, because the content
owner can provide several types of auxiliary information
depending on his/her interest.

In [9, 10], the crucial parameters, such as the mean value and
the colour channel, are not shared among the watermark
embedding and exhibition stages. It causes that in the watermark
exhibition stage, the user must prove all possible parameters to
reveal the visible watermark pattern, reducing its usability. Unlike
[9, 10], in the proposed algorithm these crucial parameters are
shared among the watermark embedding and exhibition stages
through invisible watermark embedded randomly by the owner's
secret key. Then in the proposed scheme, the user clicks only
mouse button to obtain auxiliary information, revealing the visible
watermark patterns.

The proposed algorithm provides higher robustness to the
image compression, such as JPEG and JPEG2000 than [9, 10], as
shown Figs. 8 and 9. It is important capability because almost all
images and video are compressed based on one of these image
COmMpressors.
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Fig. 11 Examples of three visible watermarks, given by Fig. 6, embedded into the image
(a) Watermarked image, (b)—(d) Watermark revelation version of (a)

Fig. 12 Visible watermark exhibition using
(a) Lin's algorithm [9], (b) Juarez's algorithm [10], when the visible watermark pattern is the QR code

Table 4 Global comparison among previously proposed algorithms and proposed algorithm

[8] [10] 9 Proposed
universality noonly images with a darkest plain noonly images with a plain region yes yes
region
0.75% 44.6% 100% 100%
required side information for no required shift value mean value colour no required
exhibition stage channel
revealed watermark grey-scale grey-scale colour binary
suitability for QR code depend on contrast depend on contrast no yes
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